( _ OF
(&2//&«&

HES dA_ 24 DECITS

Approved For Release 2006/05/16 : CIA-RDP84-00780R006300030001-1
mm iy f"ﬂ 3

24 LEC 1975

MEMORANDUM FOR: Associate Deputy Director for Administration

SUBJECT : Secrecy and Protection of
Intelligoence Sources and Methods

REPERENCE : Request for comments on Subject from
Associate DD/A, dated 19 December 19575

1. This memorandum is for information only.

2. Pursuant to your request, the Office of Security
has reviewed the Office of General Counsel psper, "Secrecy
and Protection of Intelligence Sources and Methods." We
found it somewhat difficult to deal with the paper because
a specific target was obscure at the outset. Ye concur
with the author's conclusion that no changes in existing
law should be recommended at least until completion of the
various studies under way in the Executive Braach.

3. The author's conclusion that the substitution of
a statutory classification system for Executive Order 11652
is not the primary vehicle for protecting information fur-
nished to Congress concerns us somewhat. However, realizing
that his conclusion is based partly on his sensitivity to
the current political climate, we have no real basis for
argument., It is difficult to be optimistic but we would
like to think that Congress can be convinced that it is in
the national interest to have an effective intelligence
system, and that inherent in the need for intelligence is
the need to preserve the abllity to collect and producc it.
If any disclosure causes or has the potential for causing
the loss of an intelligence source or method, the intelligence
may be lost or diminished in wvalue. This could deny toc the
policy-makers information which they need to help preserve
the nation's security. Therefore, intelligence sources and
metgads clearly are national security information as defined
in Bxecutive Order 11652, MORI/CDF Pages _Target 11

) 2, and Target 42-47
%7 'ﬁ (
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4, If and when it is decided to recommend new legis-
lation, such legislation should include the concept that
intelligence is a vital part of the nation's security and
should: (a) provide authority to classify intelligence
product, sources and methods; (b) provide elasticity for
the retention of classification as long as necessary to
protect sources and methods; (c) provide legal means for
dealing with unauthorized disclosures; (d) be applicable
to all, not just the Executive Branch; and (e) provide for
appropriate review by Congress to prevent abuse.

5. It would appear that a major stumbling block in
obtaining new legislation is the apparent special concern
of Congress that secrecy might be used to cover abuses in
the covert action area. For the sake of enhancing the
possibility of obtaining adequate legislation for the pro-
tection of intelligence sources and methods, it is suggested
that consideration be given to the concept of distinguishing
between intelligence and covert action.

Acting Director or securiiy
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DD/A 75-6108

23 December 19575

NOTE FOR : General Counsel

ATTENTION:

SUBJECT : ICG Legal Studies
REFERENCE: Memo for Multiple Adses fr Acting GC
dtd 18 Dec 75 (OGC 75-4720, DD/A 75-6051),
same subject
With feference to OGC 75-4720 above, attached is a
response from the Acting Director of Finance relating to

the subject of classified intelligence budgets. TFor your

information, I have given the Office of Security a

24 December deadline for response on the subject of secrecy

and sources and methods

"

Acting EXecutive Ofricer, UDA

Attachment:
DD/A 75-6094

Distribution:
Orig & - Adse. w/cy of att
{i)- DDA Subj w/orig att
1 - DDA Chrono w/cy of att
1 - RFZ Chrono w/o att
Acting EO-DDA (23 Dec 75)

Att: Memo to ADD/A fr Acting D/Fin dtd 22 Dec 75, subject:

Lt T, TSR 0VIY

Ei;qpigngl Issues Related to Classified Intelligence
-+
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MEMORANDUM FOR: Associate Deputy Director for Administration

SUBJECT : Constitutional Issues Related to Classified
Intelligence Budgets

Our comments re the document '"CONSTITUIONAL ISSUES RELATED
TO CLASSIFIED INTELLIGENCE BUDGETS'" are as follows:

1. We defer to OGC for the legal defense of the
constitutionality of the appropriation process as it
relates to this Agency as well as to the accounting
and budgetary treatment of receipts and expenditures.

2. It is our impression, however, that the docu-
ment is overly defensive in its approach to the question.
For example:

a. On Page 5 the constitutionality of
expenditure reporting by agencies except CIA
seems to be accepted on the premise such ex-
penditures appear under titles that could
reasonably be expected to include intelligence
expenditures, whereas by implication it suggests
reporting of expenditures of appropriations for
CIA in Treasury statements may not be in accord
with the constitution because the appropriation
title does not have an intelligence connotation.

b. On Page 11 there seems to be an ac-
ceptance of the constitutionality of ‘the $2 billion
secretly expended on the Manhattan project, pre-
sumably because the totality was completed in a
relatively short period of time but that the
Agency situation is suspect because there is no
precedent for hiding an entire budget over a
long period of time.

c. On Pages 3 and 8 the paper implies
something questionable about the practice of
"transfers of funds" to CIA under the Economy

N 05%1
]
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Constitutional Issues Related to
Classified Intelligence Budgets

Act, suggesting the Agency is heavily dependent

on such "transfers" for funding its expenditures.
"Transfers of funds'" under the Economy Act are in
fact advances and are treated as such and are used
for the purposes specified by the transferee agency.
The Agency accounts back to the advancing agencies
in detail for all expenditures of such advances and
the advancing agencies are responsible for fully
reporting the facts concerning such advances and
expenditures thereof. Advances under the Economy
Act are a common cost effective everyday method of
doing business throughout the Federal establishment.

3. In our view, the Clause 7 provision of the

constitution does not prescribe the specificity of the
appropriation process to an extent that precludes

the procedure observed for the Agency; nor does it pre-
scribe the detail in which expenditures of public money
shall be published. In this latter regard, the Agency

is on record (Director of Finance affidavit in the recent

Freedom of Information Case) as affirming that

arT—e=xpemuortures of appropriations for the Agency are

reported and recorded in the records of the Treasury.

4, It is worthy of emphasis that the Director and

the Congress are both on record as to the rationale for
opposing revelation of even the total budget figure for
the Intelligence Community. Thus none of the options
discussed in Paragraph III of the paper appear to be
viable.

25¥1

2px1

Acting bDirector oI F¥nance
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OGC 75-4720
18 December 1975

MEMORANDUM FOR: Associate Deputy Director for Operations
Associate Deputy Director for Intelligence
Associate Deputy Director for Administration
Associate Deputy Director for Science and Technology
Legislative Counsel
Comptroller

SUBJECT : ICG Legal Studies

1. As you know the ICG has created a Second Study Group, which is a
follow-on to the Ogilvie Group, to develop options for the President with respect
to needed or desirable changes in the law concerning intellipence. The Study
Group is chaired by Ron Carr of Justice and is our member. At
Tab A is a copy of the Study Group's charter= :

2. Individual members of the Study Group are preparing a series of
background papers which the Group will then discuss and from which decision
papers will be prepared by the Group to become a part of its final report. Iis
report is to be completed by 7 January to permit it to be available for considera-
tion in the preparation of the President's State of the Union message. In
addition and quite aside from the extent, if any, to which the Study Group's
report is reflected in the State of the Union message, Mike Duval of the ICG
Steering Group has advised that the purpose of the Ogilvie and Carr groups
is to assist the President in his effort to get on top of the intelligence activities
of the Government. It is not merely an effort to be ready to respond to
congressional initiative for legislation in the intelligence area or to cut off
Congress at the pass. The point is that the work of these twe subcommittees is
designed to assist the President in deciding what legal and other measures he
will take or request to put his intelligence house in order.

3. At Tabs B and C are the first two papers prepared by Study Group
members for consideration by that Group, which begins its considecration of
papers at its meeting this afternoon. The paper "Constitutional Issues Related
to Classified Intelligence Budgets" (Tab B) was prepared by Mason Cargill of
the White House. The secrecy and sources and methods paper is by Lansdale.
It has not been coordinated within the Agency but has been forwarded to the
Second Study Group.
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4. Please let me have your comments, concurrences or views, which
need not be in writing, as soon as possible. Also, it is expected that additional
papers will be circulated every day for the next week or two for which
immediate consideration within the Agency will also be needed. Comments
should be gotten to me or Lansdale in each case.

ETAT

TActing General Counsel

i
v

Attachments
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4 SECOND STUDY GROUP OF TH

STAT

ICG'S LEGISLATIVE GROUP _ _ o

Steering Group: . - Dﬁval

- Wllderotter e e

Waldmann' £

1“

- Scalla

C e Rogovin o

Working Group:- ~ Ron Carr, Justice (Chairman)

‘tii"rTw;"¢;;gvﬁ_ j%gﬁkﬂ7 ,_ngikéj?;:ittif;jf “l :f:_;

cIA

- Boldwn~ , state

- étvibdudﬁ mi” Defense e e L L

-1 Mason Carglll, iCG -

Broad Areas of Inberest

A)

B)

c)

General Constitutional, legal and ethical issues’
involved in foreign intelligence operations.

—- Separation of Powers

[T

"~ . Individual rights (e.g., priyaéy)

- Treaties and other forms of international law
- Doméstic'jurisdictibn of CIA, DOD

Secrecy, protection of sources and methods, etc.

Domestic intelligence, which is not for foreign intelli-

gence orx prosecutorial rcasons.
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I, Preliminary List of Specific Tasks

1)

.® _Legallty of covert action . ' R

. Research papers (compilation of exlstlng oplnlons,
analys19 of law, etc. )

° Separatlon of powers viz Congre551ona1 over51ght

e.g., consistency with treaty obllgatlons and U S.
law. . a.._._.,m“._ e e : )

*  Individual rights (see Lev1 testlmony and Rockefeller

2

Report).

> Constitutioual requirement for public intelligence
budget.

A Applicability.of;Freedom of Information and Erivaéy--
Acts on foreign intelligence.

Legislative Issue Papers

® Statutory charters for: NSA, DIA, others(°)

° DOﬂes+1c ]urlsdlctlon of~ FBI, CIA, DOD

ot Secrecy and Protectlon of ‘Sourées and methods B

-

- Catalog areas where législative or administragive ~ T

action may bhe needed (see draft attached - Tab A).

Develop decision papers.
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(1)

‘Collection of intelligence information —— 4th amend. ,

privacy problems —- What sorts of protections are
needed to ensure that U.S. citizen's/resident's |
prlvacy is not unduly 1nvaded by 1ntelllgpnce ‘gathexr—-

- ing . techn1quesv

(2

(3)

‘Problem
(1)

(2)

{a) . abead-

(B) in U.S. — Warranto'_ “5% R

Dlssemlnatlon and use of 1ntelllgence 1nformat10n —

‘What sorts of protections are needed to ensure that

information gathered, abroad and in U.S., is employed
solely for legitimate governmental purposes, to pre-—

.vent abuse for partlsan or otherwise 1lleglt1mate

reasons?

Covert operations -- What sorts of protections are
needed to ensure that covert operations are both neces-—.
sary to legitimate governmontal interests and. ethlcally

<respon51ble°

“(A) with respect to forelgn governments, organlzatlons,

act1v1ules,

L(B)r in U.S.

areas of organlzaplon -

Division of functlon, for forelgn 1ntelllgence gathexr—

ing and operations, between Defense/CIA and FBI.

Division of Ffunction between foreign intelligence
gathcrlng/counterlntelllgence and domestic law enforcew
ment ~— 1is it possible or wise?

Problems of protection/accountability —

(1)

(2)

What sanctions or other devices .are necessary to

ensure that confidential materials will not be dis-—
closed by individuals -—- officials or others -- without
authorization?

What sorts of changes in responsibility for and structure
of classification system to identify materials that
nust remain confidential, and only those? Who should
formulate/apply standards?
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(3)

o)
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To what extent and to whom can 1ntelllgence budgets
be disclosed without 'endingering functions

‘What" form and- degree Of- COngre551onal over51ght and’
‘review.is both consistent with Congress' constitu-

‘tional’ responsmblllty and the integrity of the .
" Executive, and, at the same tlme, not ;mjurlous
’ Vltal :Ln’celllgence functlons'> ; B T
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Secrecy and Protection of Intelligence Sources and Methods

I. General

1. The concept of protection of intelligence sources and methods is not
identical with that of secrecy of intelligence acti\;iﬁes. Secrecy is-requireAd
with respect to intelligence itself. Often it is difficult to distinguish between
intelligence and sources and methods, or to separate the two. FxJ;rfher, in
many cases the time comes when the intelligence product no longer requires
the protection of secrecy because of its content, but does need to remain secret
because its disclosure might also disclose sources or methods for which there
is a continuing need for secrecy. ’I;his paper addresses both secrecy in the
intelligence area generally and the narrower area of protection from disclosure
of intelligence sources and methods information.

2. It should be emphasized that the basic legal problem is an affirmative
one--to make certain that necessary secrecy can be maintained. It is only
because the former must be accomplished that the secondary need--to guard
against and prevent undue secrecy and to make certain that necessary secrecy
not be a vehicle for non-disclosure of any wron‘gdo’i_ng--comes into play.

II. Undue Secrecy

3. To address first the latter problem, that of undue secrecy, that issue
essentially is one of improved and effective oversight and management,

subjects to be covered in other papers. Rockefeller and Murphy commissions'
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recommendations in this area are now in various stages of review and
implementation. To a degree, any undue secrecy also can be a matter of
improper implementation of Executive Order 11652. An interagency study of
the workings of that order, together with other- aspects of the management of |
classified information, has been instituted and appropriate recommendations
may be expected from that source.

III. Providing Necessary Secrecy

4. The secrecy practices and mechanisms of the intelligence agencies are
built on law deriving from all three branches of Government. From executive
branch authority, Executive Order 11652 is certainly the basic working tt;ol.
Statutory authorities are provided by the National Security Act of 1947 (Tab A)
(and implemented by NSC, DCI and departmental directives and regulations)
and the CIA Act of 1949 (Tab B), both applicable as to CIA, and the former
having some application also to sources and methods activities of the
intelligence agencies generally. For the National Security Agency, Pﬁblic
Law 86-36 (Tab C) provides authority for secrecy of activities. Exemptions
from certain provisions of the Code, mostly title 5 provisions, permit CIA and
NSA to refrain from certain disclosures. Judicial decisions have long
recognized and upheld the authority of the President in foreign relations and

defense and intelligence areas. In Totten v. U.S. (92 U.S. 105 (1876)), for

example, the court upheld the principle of non-disclosure of sources. "If

upon contracts of such a nature an action against the government could be

2
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maintained in the Court of Claims, whenever an agent should deem himself
entitled to greater or different compensation than that awarded to him, the
whole service in any case, and the manner of its discharge, with the details

of the dealings with. individuals and officez;s , mjght be exposed, to the serious
detriment of the public. A secret service, with liability to publicity in this way
wouid be impossible; and, as such services are sometimes inciispensable to

the Government, its agencies in thosé services must look for their compensation
to the contingent fund of the department employing them, and to such allowaﬁce
"from it as those who dispense that fund may award. The secrecy Which such
contracts impose precludes any action for their enforcement. ‘ The‘pubvlicity
produced by an action would itself be a breach of a -co.ntract of that kind, and
thus defe_at. a recovery." The Marchetti case, in 1972, is a landmark decision
enforcing secrecyvagreements not to disclose classified information.

5. In practice, there would seem to be several major areas of difficulty in
maintaining secrecy, specifically, problems under the Freedom of Informatic;n
Act, classification and declassification problems under the Executive order,
problems arising ffom the disclosure of classified information to Congress, the
absence of criminal law for the protection of sources and methods information,
and the absence of statutory injunctive protection. As suggested at an earlier
meeting of the Second Study Grouﬁ, this is not the occasion to address the
matter of revising the Freedom of Information Act and, as indicated earlier,
any modification of the Executive order should await the current study of

Executive Order 11652,

3
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6. Secrecy As to Information Furnished Congress. Physical protection,

access restrictions, secrecy agreements—-these normal administrative measures
by which agencies protect classified information under Executive Order 11652--
generally can be applied when classified information is furnished to Congress.
The majo;r danger peculiar to the congressional situation arises when there is
an intent of public disclosure by Congress without executive branch agreement,
as in the recent Pike Committee incident. The agreement reached wit_h the Pike
Committee--i.e., agency/committee disagreement, Presidential certification and
committee resort to the courts—-seems the logical and wo_rkable Iaction in this
area. - : . R
7. Alternatively substitution of a statutory claséiﬁéation system for the
Executive order classification .systém could avoid at least some of the problems
of executive-congfessional disagreement since the statute could be. made
applicable to all, not merely the executive branch. But there are several
probiems with this approach. One is that the statute might be written so as
not to apply to congressional members and staffs. Addiﬁoﬁally,' any new
statutory system might be considered insufficient from the gxecutive's ?oint
of vilew. Also, there would be constitutional implications concerning the
authority of Congress to restrict the President's authority in foreign affairs
and defense.

8. Criminal La_Lw Protection for Sources and Methods. For some time,

the Director and the intelligence community have been concerned with the

4
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absence of criminal law penalizing the disclosure of sources and methods
information by past and present Government employees, employees of cc;ntractors
and others furnished such information by virtue of their reiatiémship with the
Government. CIA and the Department of Justice have béeh negotiating the

de\.z eldpment of an appropriate bill ;cmnd it seems probable that an agreed bill
will be ready for submission to OMB early in the year. The essential érqblem
with existing criminal law is that it is limitea in scope (information concerning
military installations and facilities, for example) or requires an intent to injure
the Unitéd States or aid a foreign power, and, as such, does ‘not i'eac.h‘ﬂ-n‘e‘ce:lser
of the former employee ;\7vho_ simply elects to publish.‘ This is particul#rly true
~ when the information to be published is only an identification of intelligence
sources, and even more so, if the source is no longer a productive one.
Mofeover, existing law is now in the process of change as S. 1 and relat;:d
bills proceed on their tortuous course.

9. Protection by Injunction. The criminal legislation being developed

also would empower the courts to enjoin the disclosure of classified sources
and method.s informatio‘n again, however, applicable only to those who acquire
information by virtue of their association with the Government. This approach
is potentially the most valuable of all, since the possibility of an injunction
against the author might deter publishers from committing resources to the
preparation of a publication which might never become available, that is,

the author might deter publishers from committing resources to the

5
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preparation of a publication which might never become available, that is,

the author might be enjoined from proceeding. Further, since the injunction
would involve a civil, rather than criminal procedure, great‘er protection for
- the information dﬁring the course of the necessary litigation should be

. possible. And finally, injunctic;n founded on statute would be on sounder
.footing than one‘resting on the existence of a secrecy agreenﬁent, as in the
Marchetti decision.

IV. Conclusion

10. The foregoing suggests that no changes in existing law should be

recommended at this time. Executive branch agreement on sources and methods =~~~

legislation is being worked out elsewhere and will éo forward when agreement
is reached.- Similarly any revision to"Executive,Order 11652 is for study
elsewhéfe within the executive branch. in aﬁy‘ évent, it seems likely any
changes in that order would involve esséntially éhanges in detail or procedure.
It suggésts that the substitution of a statutory claséﬁication system for the ..
Executive order is not the primar'y vehicle for protecting information furnished

to Congress and would be undesirable for other reasons. o -
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